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The Northern, Yorkshire & Humberside

NHS Directors of Informatics Forum

Information Governance Sub-Group

Yorkshire & Humber Area Strategic Information Governance Network (SIGN) 
Lecture Room, Goole & District Hospital, Woodland Avenue, Goole, DN14 6RX
Minutes of the Meeting held on Friday 12th April 2019, 13:00 – 16:00hrs
Present:

	Name
	Initials
	Organisation

	Sue Meakin
	SMe
	NLaG

	Derek Stowe
	DS
	Rotherham

	Kay Hill
	KH
	HDFT

	Jo Higgins
	JH
	HDFT

	John Wolstenholme
	JW
	Sheffield H&SC

	Barry Jackson
	BJ
	Embed

	Dianne Llewellyn
	DL
	Mid Yorks

	Martin Moorhouse
	MM
	Mid Yorks

	Steve Massen
	SM
	RDaSH

	Iain Twedily
	IT
	(THIS) Calderdale

	Steve Creighton
	SC
	Leeds CCG

	Peter Wilson
	PW
	STH

	Liza Broughton
	LB
	STH

	Alison Edwards
	AE
	Doncaster CCG

	Andy Nutting
	AN
	Leeds CC

	Jenny Pope
	JP
	ANHST

	Shaun Beckingham
	SB
	Leeds CCG

	Linda De Costa
	LdC
	NLAG

	John Johnson
	JJ
	NHSE

	Paul Ellis
	PE
	NEL CCG/NELC

	June Emptage
	JE
	SL/LE/SWL CCGs

	Joanne Robertshaw (minutes)
	JR
	RDaSH


Apologies:
	Caroline Britten
	RDaSH

	Roy Underwood
	DBTH

	Caroline Squires
	C CCG

	Tracey O’Mullane
	HTH

	Erin Wood
	HEE

	Paul White
	BHFT

	Hannah Gregson
	BHFT

	Kay Fowler
	Lindsey Lodge Hospice

	Narissa Leyland
	LCHT


	
	
	ACTION

	1.
	 Apologies
Chair noted several apologies. JR noted her apologies for the May meeting.
	

	2.
	  Minutes of the last meeting held on 11 January 2019 – Paper A
Chair apologised for the lateness of the circulation of the previous minutes and associated documentation, and rather than go through each page, asked the group to notify her of any amendments, etc.
	

	

	3.
	Action Points – Paper B
Actions were closed or updated as required on the action log, confirming all pre-existing actions are now completed.  New actions logged.

	

	

	4.
	Data Protection Regulations
Children
· Chair asked the group what have put in place to cover this part of the Regulations, as they are updating their GDPR Action Plan and a lot of it around children is not relevant to the Trust.    A group discussion identified privacy notices; consultation sessions with child services regarding consent/age/competency, etc – to encourage talking to the child rather than the parent/s – making it more inclusive; posters currently being designed.  JP noted that they are drafting a SARs learning process, as part of their toolkit improvement plan, which she is willing to share to the group.
SARs
· LdC asked the group for their advice on how to deal with requests for ‘immediate’ release of patient records, eg they had patient’s husband demanding a copy of all his wife’s records, and he wanted them then and there, stating that he has been ‘all over the place to other organisations’ and they handed them over straight away, so why can’t they.  She said they tried everything to calm him, explaining the process, etc, but he was very verbal/irate and threatened them with writing to his MP/Press.  A short discussion took place and the consensus was that it was an unreasonable request to expect there and then, and that it appears the Trust did all they could to explain and that they would have done the same.

AHRs
· SC asked, in relation to GP practices, if anyone knew who the data controller was at the point of death – was it NHS England?  A short discussion took place whereby it was felt that although the Secretary of State owns the records, when a patient dies, they are ‘deducted’ from the clinical systems and the records are sent to NHS England, who then forward them to PCSE, it is they who become the “custodian” for them.  BJ noted that the GPs will still have an electronic record.  JJ noted the issue is that relevant legislation is not identifiable as AHR does not cover it.  Therefore as files are sent to PSCE and NHSE do not have access to electronic modules, the practical approach is for GPs to seek advice/permission from PCSE via NHS England.
· JE asked what happens if a husband of a patient has legal powers to access wife’s records for an insurance claim, but her records clearly state that wife does not want her records sharing with her husband?  A discussion took place around consent and legal grounds for access, ie executor/claim on estate, ie genetic connections/claims, what if the executor dies, does their executor have rights.  It was generally agreed to seek advice from the Office of Public Guardian or your own Caldicott Guardian, in these instances.
	JP

	

	5.
	Regional/National Event Updates
· ICO Conference – Chair asked if anyone attended or watched it via the live stream.  No-one attended but a few watched the live streams, and felt it didn’t deliver anything new, that it was geared more towards the private sector and was based on USA/Canada examples, etc.  He also noted that the Winner of the DPO of the Year was announced – which was Vodaphone.  
· National SIGN Meeting 17 April 2019 - Andrew Harvey the Chair of the National Group had produced a list of questions which NHS Mail would asked to provide answers to SMe asked the group if they had anything additional they wanted to add to the list.

· Fees/charges going forward
· Secure transfers – PW noted that local authorities were still using ‘.gov.uk’ but they are still not secure – so need a definitive list.
More identified at [Min 8].

· BJ asked the group if they had seen that the ICO had recently fined a GP Practice Manager for a data breach in relation to sending information to her private email address from her works NHS email account at the time she was sacked from her post, and if so did they understand it, as he was not sure how they could access her NHS account.  A short discussion took place around NHS accounts – who does the data belong to; processes and policies in place to archive data; check accounts for future emails relating to the organisation/role to ensure business continuity, etc.  It was noted by some who have transferred between different NHS organisations, that they still continue to receive emails from their  previous employers within old circulation lists, as their NHS email address does not change.  DS noted that although there are processes to deal with ‘leavers’ it should also include ‘movers’.
· PW noted that when they changed their organisation name, NHS Mail created a secure link for them for the transition.  MM noted that they are moving to NHSmail and will be getting a new email format of MidYorks@NHS.net.

· JP asked the group if they were aware of any concerns with Power BI (Power Business Intelligence) as they were considering it.  AN said that they were introducing it and that IG had worked a checklist into the process; Chair said that it was under development with her Trust; DS said they have it and all requests go through their Health Informatics, where a checklist is provided and signed off.  DS said that they use it for data mapping/Asset Tool to create a dashboard.
	

	

	6.
	IG Education/Personal Development

· PW noted he was taking the DP Practitioners Cert exam in June 2019.
	

	

	7.
	EU Exit/Brexit

None.
	

	

	8.
	Data Security and Protection Toolkit

· Data Standard 8 [Unsupported operational systems] - IT noted they have Window XP and asked the group how they track unsupported operational systems?  PW stated they have a dedicated cyber team who conduct audits.  JP said that their approach was accepted by their auditor – both PW and JP offered to share their approach.
· Auditors
· PW noted that they had 3 red/3 amber outstanding from their auditors, including mandatory training, but that they were told by their auditor to report their vulnerabilities to NHS D – why, the answer is zero, but auditor say they still have to be validated?
· Chair asked the group ‘at what point do you say “business as usual” – under DS10 [contracts] they are ongoing on risk register/action plan and NHSD said tool tips need to say ‘standards met’ if sufficient, which they are, but auditors adamant still needs to be on the improvement plan. 

· Guides – PW noted there is no version control on the Big Picture Guides, which needs to be addressed, so you know which is the up-to-date version.

· Points to raise:

· version control

· reporting system – all organisations (filtering)
· cyber

· data quality standards – too many/varied

· assigning assertions – limited

· specialised training – funding

· administrator to be able to tick off standard completion (when owner is unavailable - audit trail).  It was noted that practice should be that owners only provide/log evidence and DPO, etc, only should tick when they feel it is complete.
	JP/PW

	 

	9.
	Confidentiality, Data Protection and Freedom of Information

Confidentiality:

· IT asked if anyone had a policy that covered patients filming consultations, etc, that they were willing to share?  PW agreed to share theirs.  A short discussion took place around examples of patient filming and staff concerns/awareness; should it be encouraged, should we embrace it?  General Medical Council encourage it; CQC have covert guidance.
Data Protection:
· Chair explained recent scenario whereby a person made a self-referral to one of their services – it was logged on database, but when they contacted service to find out how long it would take to be seen, decided it was too long and did not want to go any further with referral and wanted everything deleted. Question – was that person a ‘patient’; was it a clinical record?  A short discussion took place around retention; retaining but blocking access to record.  JJ suggested using Article 17(e) ie refuse in case of a legal claim.
	PW



	

	10.
	Data and IT /Information Security

· NHS Mail – Encryption – JH noted their Trust Policy states release via encryption or password protection, but some local authority’s are refusing to receive/accept encrypted emails.  SC noted that this is probably for technical reasons, ie causing some systems to crash, virus checking issues.   

· ICO Advice – Chair noted that she had on two occasions recently sought advice from the ICO on the same issue and on each occasion spoke to a different person and received opposite advice; one saying there was no breach, not investigating; the other saying yes there was a breach and they would investigate. 
	

	

	11.
	Any Other Business
· MM asked the group if they were aware of the WYAAT Group (West Yorks Association of Acute Trusts) who has decided that MAST training will be compliant at 90%?  The response was no.
· JW asked the group if they have a form that would be willing to share for Board reporting upwards.
· JP asked the group who has ownership of an Asset Register – IG?  A short discussion took place which highlighted that the ownership was different in each organisation the majority of the members suggesting the SIRO (who should have regular meetings with IG and IAOs anyway, DPOs, etc).
	ALL

	
	
	

	12.
	Date and Time of Next Meeting

Friday 10th May 2019, 13:00 – 16:00, Lecture Room, Goole and District Hospital, Woodland Avenue, Goole, DN14 6RX.
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